Privacy-Preserving Storage, Sharing, and Analysis for Genomics Data

We are in an era of next-generation sequencing data for genomics. Sharing this vast trove of data is
essential for advancing biomedical research while posing significant privacy challenges. The first critical
barrier is achieving practical solutions for data ownership and integrity. To this end, we developed a
private blockchain network to store genomic variants and reference-aligned reads on-chain. We also
established various file formats to reduce leakage during sharing. Our SAMchain approach stored large-
scale genomics by minimizing the data inserted into the blockchain using reference-based compression
and indexing techniques. Next, we developed algorithms to carry out privacy-preserving
transformations to functional genomics data, sanitizing the private variants. Specifically, we created a
privacy-preserving file format for raw sequence alighment maps (called pBAM). Finally, we investigated
the reads that map to the microbiome from raw human functional genomics data. We used various
machine-learning approaches to infer private information about individuals from these microbial
mappings. All of our work is added to the pre-existing open-source software associated with SAM, BAM,
and CRAM tools.
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