Biomedical Data Science:
An Introduction
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Overview: what is
Biomed. Data science?

(Placing it into the
context of Data
Science, in general)



Science Paradigms

Thousand years ago:

#3 - Simulation science was empirical
Prediction based on describing natural phenomena
physical principles (eg » Last few hundred years:
Exact Determination of theoretical branch
Rocket Trajectory) using models, generalizations |
gmphaSIs ont: \J§St few decades: [—] L
Hpercomputers computational branch

simulating complex phenomena

Today:

data exploration (eScience)
unify theory, experiment, and simulation
— Data captured by instruments
r generated by simulator
Processed by software
Information/Knowledge stored in computer
Scientist analyzes database / files
using data management and statistics

Gray died in '07. e
Book about his ideas came out in ‘09..... FOURTH

PARADIGM

DaTa-IN

[Slide from : http://research.microsoft.com/en-us/um/people/gray/talks/stanford%2520symbolic%2520systems%2520seminar.ppt]




What is Data Science? An overall, bland definition...

« Data Science encompasses the study of the entire lifecycle of data

- Understanding of how data are gathered &
the issues that arise in its collection

- Knowledge of what data sources are available
& how they may be synthesized to solve problems

- The storage, access, annotation, management, &
transformation of data

» Data Science encompasses many aspects of data analysis

— Statistical inference, machine learning, & the design of algorithms
and computing systems that enable data mining

— Connecting this mining where possible with physical modeling
- The presentation and visualization of data analysis
- The use of data analysis to make practical decisions & policy
» Secondary aspects of data, not its intended use — eg the data exhaust
— The appropriate protection of privacy
- Creative secondary uses of data — eg for Science of science
- The elimination of inappropriate bias in the entire process




* Ads, media, product _ _ _
placement, P Data Science in the wider world:

supply optimization, a buzz-word for successful Ads

Integral to success of
GOOG, FB, AMZN, WMT... Harvard

Business
Review
The Ohpintd v !
Reonomist m.m‘,:t,;,.,;, Data Scientist: The Sexiest Job of the 21st Century
by Thomas H. Davenport and D.J. Patil

! mmwm |
b:o« > ot 'al HITEY mm-mw 1|

The data deluge

ANE HOW 53 BANGLE I A 34-PALT SPOOAL RIP2RT

Quentin Gallivan is CEO of Pentaho Corp., an Orlando, Florida-based
g provider of business analytics software.

DD
108 CIO Network o Cognizant
ﬁ ‘:ij\ DDDDDDDDDDDDDD NOLOGY LEADERS.
e 4 : N -
— o Rio Tyate . Artwork: Tamar Cohen, Andrew J Buboltz, 2011, silk screen on a page from a higH
— Why Big Datq Is All Retailers ’ ’
B Want for Christmas ) ) ) )
s Y When Jonathan Goldman arrived for work in June 2006 at LinkedIn, the business n
Do up. The company had just under 8 million accounts, and the number was growing q
uest post written by Quentin Gallivan . . e N . . .
2 guestposiroriten by QuentinG , friends and colleagues to join. But users weren't seeking out connections with the p

[Oct. ‘12 issue]
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Data
Science in
Traditional

Science

High energy physics - o
Large Hadron Collider

Astronomy -
Sloan Digital Sky survey

Pre-dated commercial mining
Instrument generated

Large data sets often created by large teams not to
answer one Q but to be mined broadly

Often coupled to a physical/biological model
Interplay w/ experiments

Ecology
& Earth Sci.
- Fluxnet

Neuroscience -
The Human Connectome Project

y sequencer

SCIENCEIN THE
PETABYTEERA
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» Scientific data often coupled to a physical/biological model

« Lauffenburger’s Sys. Biol. 4Ms: C_ouplll.ng of
Measurement, Mining, Modeling & Manipulation Scientific Data
(Ideker et al.’06. Annals of Biomed. Eng.) to MOdels &

» Weather forecasting as an exemplar Experiments

- Physical models & simulation useful but not sufficient (“butterfly” effect)
- Success via coupling to large-scale sensor data collection

ATMOSPHERE

-y I S

o I

Sl
——

Synthesis x” L; -y
;“n'.

Models + Data Mining

Forecasts

Analysis
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NOAA

Image from http://web.aibn.uqg.edu.au/cssb/ResearchProjects.htm



Biomed. Data science:

Scaling & Integration



Drivers of
Biomedical
Data
Science

* Integration
across data

o
types g_é s
« Scaling S 3
. . )
of individual O 7

data types
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Case Study: Amazing Progress

in Scaling & Integration with

Genotype-Phenotype
Relationships

Integrated
health data
1000
Genomes UKBB study
Sequenced with over 500K
participants,
Genome Catalogue genotypes to
DOL_Jble H of human phenotypic
Helix influenzae variation details &
clinical
Watson information

& Crick

10 = Lectures.GersteinLab.org



The Scaling of
Genomic Data
Science:

Powered by

exponential

increases in
data & computing

(Moore’s Law)

Cost per Raw Megabase of DNA Sequence

Moore's Law

$1

m) National Human Genome
Research Institute
$0.1

genome.gov/sequencingcosts
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Kryder’'s Law and

S-curves
underlying
exponential
growth

« Exponential increase
seen in Kryder'’s law
is a superposition of
S-curves for different
technologies

Performance
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The changing costs of a sequencing pipeline

= = Sample collection and [ Sequencing Data reduction Downstream

Experimental experimental design W Data management analyses
s design
collection

l 100% _

-
TQ)

management

(Data reduction,
— v —

High-level summaries
(VCF, Peaks, RPKM)

Downstream analyses

—
M, MRF)
eaks, RPKI

(differential expression, 0%~
novel TARS, regulatory Pre-NGS Now Future
G ba) (Approximately 2000)  (Approximately 2010)  (Approximately 2020)

From ‘00 to ~’ 20,

cost of DNA sequencing expt. shifts from
the actual seq. to sample

collection & analysis

[Sboner et al. ( “11), Muir et al. (‘15) Genome Biology]
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The changing costs of a sequencing pipeline

100% _

i !

STQ)

Mapped reads
(BAM, CRAM, MRF)
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= Sample collection and [ Sequencing Data reduction Downstream

Experimental experimental design W Data management analyses
s design
collection

(Data reduction,__,
— v —

High-level summaries
(VCF, Peaks, RPKM)

i 1

Downstream analyses

\

(differential expression, 0% =
novel TARs, regulatory Pre-NGS Now
networks, ...) (Approximately 2000)  (Approximately 2010)

Future
(Approximately 2020)

From ‘00 to ~’ 20,
cost of DNA sequencing expt. shifts from
the actual seq. to sample
collection & analysis

B Labor

3 Instrument depreciation and maintenance
Il Reagents and supplies

3 Indirect costs

[Sboner et al. ( “11), Muir et al. (‘15) Genome Biology]
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The changing costs of a sequencing pipeline

= Sample ion and = " [ Data reduction Downstream

e Experimental experimental design W Data management analyses
ample design
collection
‘ 100% _

Sequencing

Data reduction

High-level summaries
(VCF, Peaks, RPKM)

0%
Pre-NGS Now Future
(Approximately 2000)  (Approximately 2010)  (Approximately 2020)

From ‘00 to ~’ 20,

cost of DNA sequencing expt. shifts from
the actual seq. to sample

collection & analysis
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Alignment algorithms scaling to keep
pace with data generation
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[Sboner et al. ( “11), Muir et al. (“15) Genome Biology]



The changing costs of a sequencing pipeline
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(differential expression, 0%~
novel TARS, regulatory Pre-NGS Now Future
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Faculty Positions

From ‘00 to ~’ 20,

cost of DNA sequencing expt. shifts from
the actual seq. to sample

collection & analysis
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[Sboner et al. ( “11), Muir et al. (‘15) Genome Biology]
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THE GENOME-WIDE TIDE

Large genome-wide association studies that involve more than
A S UCCGSS Of 10,000 people are growing in number every year — and their
- sample sizes are increasing.
Scale & Integ ratlon = Sample sizes: M More than 200,000 100,000-199,999
M 50,000-99,999 H 10,000-49,999
Many GWAS T A A S A —

variants found,
most not in genes,
but affecting
regulatory network

Cumulative study number
N
o
o

2008 2009 2010 2011 2012 2013 2014 2015 2016

A 1st GWAS done at Yale, for AMD:
(Klein et al. 05, Science)

* Many since then

* Most SNVs fall into non-coding
regulatory regions

v l" \\ *
P IRO AN \ 7
(5N < KW 4
A b \ AN e /
Y]
5 Wi/ AT ¥
”
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\\ SIS /' \ (major contributions by Yale groups to this
\ LGS N O AN ENCODE tation effort
Ak%ﬁk‘“ﬁ%ﬁ& AN annotation effort)
KROOCAKLKNOOKOCOLAAA

[Nature 489: 91]



Biomed. Data science:

The Future



Our field as future Gateway —
Personal Genomics
as a Gateway into Biology

Personal genomes soon will become a commonplace part of medical research & eventually treatment
(esp. for cancer). They will provide a primary connection for biological science to the general public.
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Exomes or Genomes)

Cumulative # of Structure

—_

-]
($]
|

10% 3

How will the Data Scaling Continue?
The Past, Present & Future Ecosystem
of Large-scale Biomolecular Data

Molecular
Structures

Seqgences
(Human WGS & /

1985 1990 1995 2000 2005 2010 2015
Year
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Examples of Imports & Exports to/from Genomics & Other Data
Science Application Areas

Cultural Imports

Technical Imports )
Network : h Importing CASP
etworks and graphs tech.
~ e AWAWN d | d (3dsm)
R T e i Sl il evelope
”””””””””” in other big

. -‘-5:_' the
L 4 4 ‘human

Technical Exports
Circos plot

E Artsy for Ressaros e diceveriag and lualog sboncars  gonons scons
5 ) S < 4 =
Education

-E-IHL o e[y
DESEETEN 0 menE
OSSN, e

What is The Art Genome Project? Seven Facts about th
Discovery and Classification System That Fuels Artsy

e AR GiNOWE PROJCT
BY MATIHEW ISRALL JESSICA BACEUS AND OLIVIA JINE FAGON

N



Bioinformatics

Key Practical
Applications



l. Designing Drugs from Structural Targets

* Understanding how structures bind other molecules
» Designing inhibitors using docking, structure modeling

HUMAN E N C
FLY _\% - EN S
(D. melanogaster) '\
WORM E N S
(C. elegans)

o.°
YEAST ‘%ﬂ%ﬁ ¢ ...E N S

(S. cerevisiae)

Ty = e
BACTERIA -

P
&> ... E N S

(E.coli)

lll. Customizing treatment in oncology

« |dentifying key disease causing mutations
« Cancer immunotherapies targeting neo-antigens

Major Bioinformatics Applications

I D AN

L DAG

A

A

AN EXAMINED LIFE

Institute for

Systems Biology

LIVER, LUNGS, BRAIN

LYMPHATIC SYSTEM
.| 4 Immune-cellactivity

INS SENSITIVITY
SR ose

CHROMOSOMES
wi

T

T

X

_Il. Finding Homologs
* Model structures based on currently available structures
» Find experimentally tractable gene targets

- e

ATP

Nt

TYR

IV. Personal Genome Characterization

 |dentify mutations in personal genomes (SNPs, SVs, &c)
 Integrate with digital phenotyping (eg wearables)

(From top to bottom: figures adapted from Olsen Group Docking Page at
Scripps, Sci. Am., Druker BJ. Blood 2008, Institute for Systems Biology)

sdduag je ebed bunjooqg
dnoug) uss|iO wody peydepy
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Major Application V:
Finding molecular mechanisms & drug targets
for diseases we know little about (Neuro-psychiatic Diseases)

Disease Heritability™ Molecular Mechanisms
|, Phenotype
Schizophrenia 81% C4A
Bipolar disorder 70% - TS
Alzheimer's disease | 58 - 79% Apolipoprotein E (APOE), Tau | "‘
% pathways,
30% Renin—angiotensin—aldosterone % circuits
34-53% Atherosclerosis, VCAM-1 ‘"z__‘ Cell types (G,
Stroke 32% Reactive oxygen species (ROS), Rt o7y
Ischemia "'-,‘_ elements Genes
Type-2 diabetes 26% Insulin resistance
25-56% BRCA, PTEN K Genotype g

Many psychiatric conditions are highly heritable
Schizophrenia: up to 80%

But we don’t understand basic molecular mechanisms underpinning this association
(in contrast to many other diseases such as cancer & heart disease)

Thus, interested in developing predictive models of psychiatric traits which:
Use observations at intermediate (molecular levels) levels to inform latent
structure.
Use the predictive features of these “molecular endo phenotypes” to begin to
suggest actors involved in mechanism

*https://www.snpedia.com/index.php/Heritability
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*https://www.snpedia.com/index.php/Heritability

Major Application V:
Finding molecular mechanisms & drug targets
for diseases we know little about (Neuro-psychiatic Diseases)

. . ™ B A oligomer  IDE
Disease Heritability* Molecular Mechanisms Mlcrw%”"'m %k % _ 4 ¥ d
-- e \ Apo-E and

i i 9 Complement Component o A complex S Amyloid
Schizophrenia 81% P AT P & R \;,;e “‘%{V % ook @me
Bipolar disorder 70% z;,wg o / ‘
Alzheimer's disease | 58 - 79% Apolipoprotein E (APOE)' “)\
Tau \
Hypertension 30% Renin-angiotensin— A\

aldosterone

Heart disease 34-53% Atherosclerosis, VCAM-1

Stroke 32% Reactive oxygen species
(ROS), Ischemia

Type-2 diabetes 26% Insulin resistance

Breast Cancer 25-56% BRCA, PTEN
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*https://www.snpedia.com/index.php/Heritability

Major Application V:
Finding molecular mechanisms & drug targets
for diseases we know little about (Neuro-psychiatic Diseases)

Disease Heritability* Molecular Mechanisms
Schizophrenia 81% Complement Component
4A (C4A)
Bipolar disorder 70%
Alzheimer's disease | 58 - 79% Apolipoprotein E (APOE),
Tau
Hypertension 30% Renin—angiotensin—

aldosterone

Heart disease 34-53% Atherosclerosis, VCAM-1
Stroke 32% Reactive oxygen species
(ROS), Ischemia /
- - Extracellular Growth
Type-2 diabetes 26% Insulin resistance / Factor —3 Cell membrane
Breast Cancer 25-56% BRCA, PTEN -

A\

Growth Factor Receptor
(EGFR or FGFR
family members)

PI3 KINASE KRAS, NRAS, HRAS)
(PIK3CA
Copt

AKT1 § (J p 1
¢ . r
@ ¢ L—/\/ (MAP2K
mTOR j r -
Cell Proliferation, Cell Survival, Cytoplasm
Nucleus Invasion & Metastasis

Tumor-Induced Angiogenesis

D
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Major Application IV:
Finding molecular mechanisms & drug targets
for diseases we know little about (Neuro-psychiatic Diseases)

Disease Heritability* Molecular Mechanisms

Schizophrenia 81%

Bipolar disorder 70%

Alzheimer's disease | 58 - 79% Apolipoprotein E (APOE), Tau
30% Renin—angiotensin—aldosterone
34-53% Atherosclerosis, VCAM-1

Stroke 32% Reactive oxygen species (ROS),

Ischemia
Type-2 diabetes 26% Insulin resistance
Breast Cancer 25-56% BRCA, PTEN

Many psychiatric conditions are highly heritable
Schizophrenia: upio-Se

But we don’t underg
(in contrast
Thus, intere

Recent Rollout in Science
addressing this, involving
many Yale Researchers

Tomerrow’s Earth & “The Need for human genome Dreaming up the next great
Commens” sy or, oy, & & editing consenasus p 13: space tdescope 100

Smence e

ILLUMINATING

THE BRAIN

Examining gene expression,
development, md disease p 1262

Science -
Translatlonal
Medicine

*https://www.snpedia.com/index.php/Heritability




Developing a gene regulatory network for the human brain

Activator binding site

DNA

5’ 3 /

3’ = 5
|—I No transcription

DNA

5’ ] 3’

3’ 5’

/ I—» Transcription
‘ [lllustration: Principles of Life 15t Ed., Hillis]

4

Many such gene regulatory relationships form a network

Inhibitory neuron Astrocyte Microglia

w \ \\' iggg\-}\’ﬁ\
% J #

¢

| SN\ 4 @
SIHIMNNN g
j 3
o
QO

// ‘ /
&, 2,0, el TN W
C%;)%M 1 lmM

(I

[Wang et al. (‘18) Science]
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Deep Structured Phenotype Network (DSPN)

- Embed Gene Regulatory Network in deep neural network
« Allows transcriptome (+other) imputation & trait prediction

y ’ Traits
h Higher-ord ?‘Z
grouping: o -] -
SR TR
W, ¥ 3 5 &/
"""""""""""" | SN 7
XXX X KSNRN\\N V¥
Sz NN ‘ 1\\/ "“'”/%“«‘3
S SN )%
000 000 Regulatory cenes 77 _ 78
Z Varian t
Cell Co-expression
F. tions modul
ThN
Y
Enhancers Gene:
s o N
plsLEd Gene
ShP regulatory
network
Y: phenotypes . intermediate phenotypes (e.g. expression, enhancers)
h: hidden units (e.g., circuits) Z. genotypes (e.g., SNPs)

Deep Boltzmann Machine Energy model:

p(x,y, h|z) « exp(—E(x,y,h|z))

[Wang et al. (‘18) Science]
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Deep Structured Phenotype Network (DSPN)

» Allows prioritization of genes / modules through network
interpretation (using path tracing)

SCZ

,,,,,,,,, Gap junction
000 000 || o e
. ‘ ‘ ‘ ‘ ‘ Regulatory =~ || B Genes
elements

./ Cell Fractions Co-expr. mods.
Z Variants

N dnhancers E Genes
AN
Cell| | @ Co-ex pression )
i odules N
.\ .

£ k \\
AN
\\ SNPs | GRINL
Enhancers N | | @  Genes AN 2 SNPs |——

™,
\

\,

.

‘%’\ Gene
SNPs regulatory

network

Y: phenotypes . intermediate phenotypes (e.g. expression, enhancers)

h: hidden units (e.g., circuits) Z. genotypes (e.g., SNPs)

Deep Boltzmann Machine Energy model:

p(x,y, h|z) « exp(—E(x,y,h|z))

[Wang et al. (‘18) Science]
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The Other Side of the
Data Science Coin:

The Data Exhaust from
Personal Genomics

(privacy & SOS)



Data Exhaust

» Creative use of data is key to data science!

» Data exhaust = exploitable byproducts of big

data collection and analysis

(

Data collection
and analysis

~

ko532

/
~ z@

~

~

\ Core scientific purposes

/

[photos: wikipedia/wikimedial]

\_

metadata

infrastructure
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Exhaust Mining Application:
Using Science to Study Science (SOS)

ENCODE member
non-member
ENCODE member broker

non-member broker * Mining output of science
—— co-authorship (Scientific Publications) to
understand how science
works as a social
enterprise

® ¢ & O

» Co-authorship network of

w =% members of the human

R 3 genome annotation group
. 5 o (ENCODE) & users of this

groups data

@ LSRN Y ..

T ® o TR
E-3
.

CQ. @ g 2P ©

8050 § %

®oo .
PP @ o ®
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Genomics has similar
"Big Data”™ Dilemma as

in the Rest of Society

» We confront privacy risks every day we access
the internet (e.g., social media, e-commerce).

* Sharing & "peer-production” is central to
success of many new ventures, with analogous
risks to genomics

- EG web search: Large-scale mining
essential

Genetic Exceptionalism :
The Genome is very fundamental data, potentially very
revealing about one’s identity & characteristics
Personal Genomic info. essentially meaningless currently
but will it be in 20 yrs? 50 yrs?
Genomic sequence very revealing about one’s children. Is
true consent possible?
Once put on the web it can’t be taken back
Ethically challenged history of genetics
Ownership of the data & what consent means (Hela)
Could your genetic data give rise to a product line?

[Seringhaus & Gerstein ('09), Hart. Courant (Jun 5); Greenbaum & Gerstein ('11), NY Times (6 Oct), D Greenbaum & M Gerstein ('08). Am J. Bioethics; D
Greenbaum & M Gerstein, Hartford Courant, 10 Jul. '08 ; SF Chronicle, 2 Nov. '08; Greenbaum et al. PLOS CB (‘11) ; Greenbaum & Gerstein ('13), The Scientist;
Photos from NY Times, it.wisc.edu]
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Robert Munsch

We Share

EVERYTHING!

illustrated by Michael Martchenko

The Dilemma

* The individual (harmed?) v the
collective (benefits)
- But do sick patients care
about their privacy?
* How to balance risks v rewards
— Quantification

[Yale Law Roundtable (‘10). Comp. in Sci. & Eng. 12:8; D Greenbaum & M Gerstein (‘09). Am. J. Bioethics; D
Greenbaum & M Gerstein (‘10). SF Chronicle, May 2, Page E-4; Greenbaum et al. PLOS CB (‘11)]

The Other Side of the Coin:
Why we should share

» Sharing helps speed research

- Large-scale mining of this information is important
for medical research

- Statistical power
- Privacy is cumbersome, particularly for big data

Dawd Parkins

[Economist, 15 Aug ‘15]
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Current Social & Technical Solutions:
The quandary where are now

* Closed Data Approach

- Consents

- “Protected” distribution via doGAP

- Local computes on secure computer
 Issues with Closed Data

- Non-uniformity of consents & paperwork

 Different, confusing int'l norms
- Computer security is burdensome
- Many schemes get “hacked” .

- Tricky aspects of high-dimensional
data (ease of creating quasi-identifiers)

 Open Data
- Genomic "test pilots” (ala PGP)?
» Sports stars & celebrities?

- Some public data & data donation is helpful but is this a realistic solution for an
unbiased sample of ~1M

37 = Lectures.GersteinLab.org

[Greenbuam et al ('04), Nat. Biotech; Greenbaum & Gerstein ('13), The Scientist; Photo: futurism.com]



Linking Attack Scenario

Phenotype dataset
(Public)

NS

I
' 4c,"» © O o0
SR A AR Al Y

[ HIV+ 01 27

90.3

HIV- 05 86

63.5

Genotype dataset
(Stolen/Hacked/Queried)

Phenotype-Genotype J
: N
correlation dataset “°&q
Phenotype 1 «—Variant 1 1
Phenotype 2 «<—Variant 2
0
Phenotype g¢—®Variant g
1

[Harmanciet al. Nat. Meth. (in revision)]

Predicted/Matched genotypes
PITEH@’Q}FE HIV &'\. x X
RS
I D Status @S @ Nid
I Predicted variant +© & il o
HIV ‘f’e"z,tl}’pes & PID-8 HIV+ 0/0 1/1 11
Status|| & ™ < 7
s o ¥ Pl HIV- 272 111 0/0
PID-7 HIV+ 1 © 2 Genotype comparison 1/0| 1/0 0/2
P HIV- 2 | 2 1 and matching 272 of0 "
= 0/1 1/1 2/1
PID-n  HIV- o 1 1
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Linking Attack Scenario

Phenotype dataset
(Public)

Predicted variant

Phenotype HIV | N genztypes -é‘"
ID Statusl ;o & oS
\\'b‘\g \\6‘\ A\ o
PID-1 HIV+ 1 © 2
PID-2 | HIV- 2 | 2 1
PID-n @ HIV- o0 | 1 1

Phenotype-Genotype
correlation dataset

Phenotype 1 «—Variant 1
Phenotype 2 «<—Variant 2

Phenotype g<¢—Variant g

Genotype dataset
(Stolen/Hacked/Queried)

N \

'\ X AN

AR N
ARG A

0 1 1

2 1 0

Predicted/Matched genotypes

and matching

o Phel:gtvpe \\.,,{\"’“::(\"’ < @{\f
PID-8 0/0| 1/1 1/1
PID-3 22 11 0/0

1/0 1/0 0/2
2/2 0/0 1/1
01 11 21
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Linking Attacks: Case of Netflix Prize

Names available for many users!

m Movie (ID) Date of Grade Grade [1,2,3,4,5] m Movie (ID) Date of Grade Grade [0-10]

NETELIX

NTFLX-0 MFEHE 10/12/2008 IMDB-0 IMDB-173 4/20/2009 5
NTFLX-1 NTFLX-116 4/23/2009 3 — IMDB-18 10/18/2008 0
NTFLX-2 NTFLX-92 5/27/2010 2 IMDB-2 IMDB-341 5/27/2010 -
NTFLX-1 NTFLX-666 6/6/2016 5

Many users are shared
The grades of same users are correlated
* Auser grades one movie around the same date in two databases

Anonymized Netflix Prize Training Dataset
made available to contestants
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Linking Attacks: Case of Netflix Prize

Names available for many users!

m Movie (ID) Date of Grade Grade [1,2,3,4,5] m Movie (ID) Date of Grade Grade [0-10]

NTFLX-2 NTFLX-92 5/27/2010

IMDB-2 IMDB-341 5/27/2010 =
NTFLX-1 NTFLX-666 6/6/2016 5

* Many users are shared

* The grades of same users are correlated

* A user grades one movie around the same date in two databases
+ IMDB users are public

* NetFLIX and IMdB moves are public
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Linking Attacks: Case of Netflix Prize

Names available for many users!

m Movie (ID) Date of Grade Grade [1,2,3,4,5] m Movie (ID) Date of Grade Grade [0-10]

NTFLX-2 NTFLX-92 5/27/2010

IMDB-2 IMDB-341 5/27/2010 =

Many users are shared
The grades of same users are correlated
* Auser grades one movie around the same date in two databases
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